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Part I: Kicking off with the basics
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1. Creating a Lampyre.io accoun

Go to Lampyre.io website
Click Sign Up on the top right

Complete the registration (see
screenshot):

- If you register on behalf of a company,
select CORP account and provide a
company name

- Check the box to agree with the
Privacy Policy and Terms of Use

Check your inbox for activation email and
follow the activation link



2. Your account overview

Data Lookup: click here for a quick info search

online by email, phone etc. Bl Data lookup 676.00 b
Subscriptions: view and manage your Deta ockup
subscriptions, licenses and payments () suoscrpteons
. . {i% Store Enter input parameter 25 Ph
Store: a place to go for getting new licenses and - =3
subscriptions 5 v
(] Deskiop client History

Users: view and manage users (for Corp accounts)

Desktop client: click here to download Lampyre
desktop app and manage your devices

Top right corner: your photon balance - each
search consumes photons

Lam account
&, T B

Bottom right corner: click on the cloud to get in 5 setungs
touch with our tech support




3. Online Data lookup

The quickest and most simple way of getting OSINT data
Sign in to your Lampyre account
Select an input type and put in the value:
Phone number
Email address
IP address
Domain etc.
Search price in photons is shown to the left of search button

Your executed searches are listed under the search box
(upper screenshot) - click on a search to see the results (lower
screenshot)

You can export search results in .docx file
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Adidas

Is_disabled
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Cuolingo
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4. Lighthouse API

You can use our API for getting OSINT

data Settings = 678.00 Ph
Sign in to your Lampyre.io account Account Billinginfo  Lighthouse ~ Terms
Click Settings

Documentation
Select Lighthouse tab on top (see mers | Swagger documentation for Lightnouse AP
screenshot) : " -

The documentation to set up APl and
your Lighthouse API key can be found on
this page

Note: If you need access to API, please
make sure you have purchased the
correct product type that provides
access to Lampyre's API



5. Lampyre app installation (Windc

Go to Lampyre.io website SRRl Lampyre Desktop
Click Sign in on the top right @) Datalookup

Client for Windows
Enter your account credentials (&, subscriptions
Click Desktop client on the left, then Store
click Download (see screenshot) = e
Run the installer when download is O =

complete. Lampyre app is installed to iy

Referral program
Users\%username%\AppData folder T e

After the installation, Lampyre
application icon will be available on
the desktop



6. License purchasing

- Sign in to your Lampyre account

Click Store on the left

Billing info

- Add the licenses/subscriptions to
cart and click Checkout

Fill out all required fields (see
screenshot), then click Save &
Proceed

- Select payment type and complete
the purchase




6. License activation - activatio

Sign in to your Lampyre account
Click Subscriptions on the left

Go to Lampyre licenses tab, find the
license to be activated and copy the Your Lampyre Licenses (oomr] < (]
activation key (see screenshot) i

Run Lampyre desktop app ) oot

Select By Internet in the Lampyre
launch window and paste the
Activation key

Agree to License terms and Privacy
policy and click OK



6. License activation - license file

Lampyre Desktop

Run Lampyre desktop app —

Q Data lookup
Client for Windows Your devices

Select License File and copy device ID i s

Sign in to your Lampyre account
Click Desktop client on the left

0 & [
& o
i

Desktop client

Documentation

Register new device

In Your devices, click Add new device
(upper screenshot)

Paste Device ID, set display name
and click Register (lower screenshot)




6. License activation - license fils

Go to Subscriptions and select Lampyre
licenses tab

Choose the license and click Activate = e
(upper screenshot) & v R

Itl Desktop dient
Select a device you added and click % S—

Activate (lower screenshot)

) . Choose device to activate
Download the license file to your PC

Do you want to add device to this
license?

Go back to Lampyre desktop app, agree A
to License terms and Privacy policy, ‘
then click Browse -

‘ Activate

Select the license file to activate
Lampyre



7. Managing users created within a corporate account

)
L] . I‘
A corporate account is a master account, which ampyre

allows adding and managing linked accounts Q) atatookup All usere
Licenses and photons are assigned to linked iRy subecrptons Full name
accounts in the corporate account 2 Siore

To add a new user, follow these steps:

B users

1) Go to Users tab, then click Create new user in the
top right corner (top screenshot)

: Desktop dient

Create new user

2) Provide an email of a new user, then click Submit
(middle screenshot)

Please indic

3) User should check their inbox for sign-in email,
follow the link and finish account setup

4) Once set up is done, the user should log into his
linked account, so that it appears in the list (bottom |
ScreenShOt) Full name Lighthouse Lampyre

All users Revoke all photons | | Create new user

@mai i 0 licenses
n@mail.com Active 0 Ph



e account

< n@mail.com  Acive

7. Managing users created within a corpor

* To assign a license to a linked account:

Lampyre Lighthouse

1) Go to Users tab and choose an account by
clicking on it

Licenses

License Name Status

2) In Licenses window, click Add New (top

screenshot) Add new license

. . . Link one of your licenses to this user
3) Choose a license from the list, then click —_—
Confirm (mlddle SC reenShOt) Lampyre CORP Demo Annual License

Licenses ‘ add new | | Remove all |

4) It will appear on Licenses list and also in user’s
linked account (bottom screenshot)

* To activate the license, user should log into
their linked account and follow the steps in #6

License Name Status Expires on

Lampyre License

(1 year) for3 Active ”1‘:* @
devices o



7. Managing users created within a corporate account

* Photons are assigned to linked accounts from
master account manually

Lampyre Lighthouse

* To assign photons to a linked account: Balance History

1) Go to Users tab and choose an account by clicking on
it, then click Lighthouse tab (upper screenshot)

2) Input the amount of photons and choose whether to
add or to remove it, then click Confirm (lower
screenshot)

3) The amount of photons will be deducted (if adding) Change user balance
or added (if removing) to your master account’s __
photon balance - JEL

@ ~dd photons

Remove photons

* Requests ran by linked account, including amounts
of photons spent are reflected in History section of

Lighthouse tab m ‘ "




Run Lampyre desktop app
Choose online or standalone mode Start

Create a new investigation by
clicking a button on the left (see ar—an R
screenshot)

Define a file name and storage
location

. 8 Open investigation...
You can also use Quick start to
create a new investigation right

away and save your work later

&1 Import file...

Eee 1  Quick start (Standard




9. Retrieving OSINT data: the qui

Run Lampyre desktop app in
online mode

Create a new investigation or open
an existing one

On the top left, click Windows >>
Lampyrise

Lampyrise

Select input type (e.g. phone
number)

Provide a value (see screenshot)

* You can list several values
separated by a semicolon (;)

Click Lampyrise button on the right



Run Lampyre desktop app in online
mode

Tasks [H]

Create a new investigation or open
an existing one

On the top left, click Windows >> List
of requests

Define the following (see
screenshot):

* Criteria (i.e. input type)

- Tasks (i.e. what to search)

- Parameters
When done, hit Execute



Part Il: In-depth data visualization
in Lampyre Desktop app

analysis
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10. Data visualization

Open an existing investigation

On the top left, click Windows >> Requests
to see all executed requests

Select a request to be visualized

* You can select several by holding Ctrl

Choose visualization type on the top (see
screenshot):

- Table

* Schema (first choose what you want to
visualize from drop-down list, then hit
Execute)

*  GIS Map (first choose what you want to
visualize from drop-down list, then hit
Execute)

Requests

EEE Table [B3] Schema - [f]] GIS map - 2

Tweets by Twitter account username or ID

= a B3L {3

24.85.2822 12:88:84

Twitter account
Twitter personal websites
weets websites

weets pictures

Tweets hashtags

weets user mentions




11. Tables

To visualize search results as a table:
On the top left, click Windows >> Requests

In Requests window, select an item for which you want
to build a table

You can select multiple items at once by holding Ctrl
key

Click Table button on top left. The table will be
generated (see top screenshot)

To sort data, simply click on the column header; click
again to reverse the order

There are two ways to filter data:

Click on a filter icon right next to the column name to
pick unique values or set text filters (middle
screenshot)

Click on the row below column name to apply
conditions and/or input values (bottom screenshot)

INVESTMENTS LIMITED

a[4e

BreachCompilation
BreachCompilation
Collections
Collections
Collections
Collections
Collections

Collections

Clear Filter

E:q_,3|£

Does not equal
Contains

Does not contain




12. Schemas o S

Quick saves

To visualize search results as a schema: o SN
/ John Galt Bh©
On the top left, click Windows >> Requests @ |—_|
Marvel characters
In Requests window, select an item which you want Bedroom intesior
to put on a schema, then click Schema button on ojmg
top ﬂn_lj Sorting
of  Layout Circular Ctrl+1
Select what you want to visualize, then hit Run. The [ —— T
. group all Concentric Ctrl+3
graph(s) will be generated (see top screenshot) — o s
o . . . ) Hierarchical Ctrl+5
Right-click on a schema area to customize it - apply e Forced Lin-Log _Cirls6
sorting, choose layout and much more (middle e
screenshot)

Link representation
Create a copy of vertices

Right-click on a vertex to select and run new ,, T
requests using this vertex as input parameter (see Sl Attach existing binary data
bottom screenshot) o sequests

Run Selected: 0

The results of new requests can later be added
to the eXiSting SChema ) [ ] about.me account by nickname

| Allegro account by company ID

| Companies House: companies officers by name

| Dehashed search by name




13. Maps

P

If data contains coordinates, it can be put B R G misnau
on a map. To do this: Y o MONAEal — erprocke

On the top Ieft, CIiCk WindOWS >> Barrie F-:-'-te-'::::r-:uf_!l'n
Requests

Lo

In Requests window, select an item | chrer Adigon pocpeser 4

Buffalo

which you want to put on a map, then Q-
click GIS Map button on top 8

Boston

Springfield

Hartford

Select what to visualize on the map, s L s gt
I 1 Pennsylvania Yonkers Bridgeport

then hit Run. The data will be put on the  EsIu Ry @

map (see screenshot) N | _jpestur NeAArk

Right-click on a GIS object on the map to
select and run new requests based on
its coordinates



14. Importing your own data

Create a new investigation or open an
existing one

On the top left, click Windows >> Import

Import

Click import button on the top right (see
ScreenShOt): Table Schema GIS map

Choose Upload to repository to save data
on your PC for use in any investigation

Choose Upload to investigation to use
data in current investigation only

Select the data file and click Open

Lampyre supports .txt, .csv, .xIs and .xlsx
formats



Open a table, then click Add creation template button
on the bottom right (see top screenshot)

Name your custom template, then click Add object
Specify the object type name and choose the icon

Specify data types and assign the columns to
corresponding attributes (middle screenshot)

Repeat same steps to add a second object

Create a link between the objects: hold Ctrl key, select
both objects and click Add link on top (bottom
screenshot)

When done, click OK

You will be able to apply custom template by clicking a
Schema button on the left of the table

Organisation

Type Decoration

Attributes
)} T | Mame

Ef_'] Organisation name
Cre ate

Organisation

@Jrga-.;n:_.- name ® estate_agent_name

) Hame *



16. Exporting data

Conversion

Schema
To export a table: GIS map

General

Open a table you need to export
show in investigation

Click Table on top, then select file
format (see screenshot)

—  Width selection

Select columns

Hide empty columns

To export a schema:
Open a schema you need to export

Click Schema on top, then go to Save :
image. Specify resolution, then click ¢ “html
Save image as... '




Stay tuned!

Read our articles on Medium to get into more details on how t
use Lampyre products:

https://lampyre-io.medium.com
Watch our tutorials on Lampyre Youtube channel:

https://www.youtube.com/lampyre

Follow us on Twitter:

https://twitter.com/lampyre io

Join our Telegram group:

https://t.me/lampyre io

Reach out to our tech support via email:

support@lampyre.io




